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Source:	Nokia, Nokia Shanghai Bell
Title:	Discussion paper on Network Function identifiers
Document for:	Discussion
Agenda Item:	5.5
1	Decision/action requested
SA3 is kindly requested to discuss the possibilities of introducing a flexible framework of NF identifiers
2	References
[1]		TR 33.876
[2]		www.spiffe.io/spiffe 
3	Rationale
3GPP has adopted the concept of a service-based architecture. NFs or NF instances offer services to other NFs or NF instances. In order for a requested NF type, NF service or NF service instance to be discovered via the NRF, the NF instance need to be registered in the NRF. After registration, the NRF maintains NF profiles of available NF instances and their supported services. The NF is identified by a NF instance ID. The IE NFInstanceID among other IEs is included in the NF profile maintained in the NRF are specified in 3GPP TS 23.501 clause 6.2.6 and 6.3.1, and in 3GPP TS 29.510.
In 3GPP TS 29.571 clause 5.3.2, NF Instance ID (format) is limited to be a string uniquely identifying a NF instance to one specific format, which shall be the Universally Unique Identifier (UUID) version 4, as described in IETF RFC 4122.
As described in KI#8, the certificate management framework should be able to manage and track the NF instance identifiers per end entity, i.e., currently the NF Instance ID represented by an UUID. 
On the other side, one of the objectives in the scope of TR 33.876 [1] is to study the impact of service mesh in certificate management within 5G SBA. Service mesh describes a network of microservices, in which applications are shared and interaction between the applications is possible. To gain operational control over such distributed microservice based architecture, a service needs to be identified. Service mesh is a deployment option for SBA and in general the 5G core specified procedures. 
Observation 1: The flexibility that a service mesh implementation in a cloud native deployment of 5G Core could offer by integrating different types of services across heterogenous environments, even across different operator domains, is limited by the unique specified way of identifying services, i.e., NF Instance ID in UUID v4 format. 
Observation 2: The problem of secure identification of services in cloud native architectures is currently being addressed by the software open-source community. An example is Spiffe [2]. SPIFFE is a set of open-source specifications for a framework capable of bootstrapping and issuing identity to services across heterogeneous environments and organizational boundaries. The heart of these specifications is the one that defines short lived cryptographic identity documents – called SVIDs via a simple API. Workloads can then use these identity documents when authenticating to other workloads, for example by establishing a TLS connection or by signing and verifying a JWT token. 
4	Detailed proposal
It is proposed to work in parallel in two streams:
· Continue the work for researching in solutions that enable the certificate management framework to secure the management of the NF Instance ID (UUID) as currently specified in 3GPP. 
· Study the possibilities of introducing other formats than UUID v4 format for the NF instance ID to make the current framework flexible for securely identifying services in 3GPP by considering (among others) open-source options with in-built security features.  
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